Data Privacy Policy

This policy explains how MSA Manufacturing Limited (The Company) collects, uses, stores
and disposes of personal data in line with the General Data Protection Regulation (EU)
2016/679 requirements. This is generally referred to as GDPR. It is EU legislation effective
from May 25w, 2018 and setting guidelines for the way personal data is handled and
processed and the responsibilities of the data controller and data processors handling the
data.

As defined by ICO (the Information Commissioner’s Office), a data controller determines the
purposes and means of processing personal data. A data processor is responsible for
processing personal data on behalf of a controller.

What do we mean by personal data?

Personal data means details which can identify an individual or could be used to identify an
individual, such as a name, contact details or address.

What personal data does The Company hold?

The Company holds the following types of data:

e Personal information of customers, suppliers and third parties who work with us or
handle services or products to / from us. This includes contact numbers and email
addresses.

o Names and contact details, including email addresses, for individuals who have
registered to receive marketing material.

How does the Company receive and collect data?

o Data controllers, third parties and people who work with us: Provided to us
either at the time of opening an account with The Company, or to update us about
relevant changes and additions, as well as orders and instructions to supply products
and services.

e Marketing: Collated through events, exhibitions, meetings, online newsletters and
social media where each individual’s consent has been received. Also allowing
individuals to opt out, deregister or be anonymised or made invisible at any point.

¢ Individuals (general public): Provided directly by the individual or via an employer
or legal entity with the data subject’s consent.

o Suppliers: Directly from the supplier.

What lawful basis does the Company use to process data?

The Company processes data where the data subject or relevant company / body has given
consent, or where processing is required for the performance of a contract or transaction.

Who does the Company share data with?
The Company sometimes needs to share personal data with other organisations / persons
and, or the individual themselves. Examples could be suppliers, couriers, professional or

government bodies and external assessors.

Subject Access Request



The Company recognises that all data subjects have the right to know about what data The
Company holds, stores, shares and processes about them, as set out in Article 15 (Right of
access by the data subject) of GDPR. Data subjects are entitled only to information about
themselves and not about others. A request can be made verbally or in writing. The
Company will identify and act on the request within one month of receipt, as set out in the
GDPR guidelines. However, if The Company feels that the individual’s request is
uncorroborated The Company reserves the right to refuse or to charge accordingly. If a
request is refused, The Company will explain to the individual why and inform them that they
have the right to appeal.

Individual’s Rights

The Company understands that the individual has the following rights with regards to any
personal data that is stored about them:
e The right to be informed.
The right to access.
The right to rectification.
The right to erasure.
The right to restrict processing.
The right to data portability.
The right to object.
The right not to be subject to automated decision-making including profiling.

Data Security and Retention

The Company systems and devices are monitored and backed up continuously. All emails
are encrypted and attachments have been replaced with a secure storage system providing
individual document access via hyperlink. All employees receive training to reduce the
possible risks involved in handling personal data and to ensure all data is handled in a
secure environment.

The Company holds personal data for seven years, unless there is a requirement to do
otherwise. For example if the transaction / contract involves a warranty which exceeds this
period. Also if the personal data is requested to be disposed of The Company will act upon
the request accordingly.

Data Breaches

The Company understands the importance of, and need to identify, assess and respond to a
breach (within 72 hours). The Company has a separate Data Breach Policy which provides
an in depth explanation of procedures. A copy can be provided upon request.

Cookies /| Website

The Company uses cookies to track visitor behaviour patterns on our website. However
cookies can be restricted or blocked at any point by individuals in the internet settings on
their device. Please note that, if all cookies are blocked, this may impact functionality of the
website. The Company also uses Google Analytics which collects anonymous information
about how individuals use our website. This particular information is used to help us monitor
and improve our site. All of the information mentioned is anonymous and cannot be link with
a specific individual.

Complaints



The Company has a complaints procedure in place to ensure that all complaints are
addressed and resolved effectively in an adequate timescale. Complaints can be received
verbally in person or by phone, or in writing by email or post. The complaint will then be
passed to the relevant Manager.

Policies and Procedures

Copies of the Company policies and procedures can be requested at any point by phone,
email, fax or in writing.

Registration with ICO
The Company is registered with the Information Commissioners Office (ICO)
Data Protection Officer

The Company has appointed a Data Protection Officer (DPO). The DPO can be contacted at
inffo@msamfg.co.uk or by calling 01202 850440. It is also acceptable to write to:

The Data Protection Officer
MSA Manufacturing Limited
21 Johnson Road
Ferndown Industrial Estate
Wimborne

Dorset

BH21 7SE



